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NAVIGATING DATA ACCESS FOR SOCIAL MEDIA MONITORING:

The data access resource offers a practical guide to navigating the com-
plex ecosystem of data access on digital platforms, with a focus on social
media monitoring. It is designed to help researchers and civil society organisa-
tions understand why access to social media data is essential when monitor-
ing social media, explore the main methods for collecting it, learn about the
types of data that can be accessed, and reflect on key limitations and ethical
considerations. Since there will always be limits to data access, this guidebook
presents the full landscape to help researchers understand what is possible,
recognise the constraints, and select the most suitable approach for their re-
search needs. Ultimately, understanding social media data access is not only a
technical matter but a democratic imperative: one that enables transparency,
platform accountability, and the protection of democratic values.

With access to social media data, monitoring can generate concrete insights.
The following examples show how data access has enabled the detection

of harmful content, such as disinformation, hate speech and online gen-
der-based violence.



Tunisia, Jordan,
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monitoring
(2021-2023)
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Monitoring
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https://democracy-reporting.org/en/office/sri-lanka/publications/facebook-and-sri-lankas-easter-sunday-attacks
https://democracy-reporting.org/en/office/sri-lanka/publications/facebook-and-sri-lankas-easter-sunday-attacks
https://democracy-reporting.org/en/office/sri-lanka/publications/facebook-and-sri-lankas-easter-sunday-attacks
https://democracy-reporting.org/en/office/sri-lanka/publications/facebook-and-sri-lankas-easter-sunday-attacks
https://democracy-reporting.org/en/office/global/publications/online-public-discourse-in-mena-regional-trends-and-local-narratives
https://democracy-reporting.org/en/office/global/publications/online-public-discourse-in-mena-regional-trends-and-local-narratives
https://democracy-reporting.org/en/office/global/publications/online-public-discourse-in-mena-regional-trends-and-local-narratives
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https://democracy-reporting.org/en/office/global/publications/online-public-discourse-in-mena-regional-trends-and-local-narratives
https://democracy-reporting.org/en/office/global/publications/strengthening-brazilian-democracy-the-media-and-democracy-project
https://democracy-reporting.org/en/office/global/publications/strengthening-brazilian-democracy-the-media-and-democracy-project
https://democracy-reporting.org/en/office/global/publications/strengthening-brazilian-democracy-the-media-and-democracy-project
https://democracy-reporting.org/en/office/global/publications/strengthening-brazilian-democracy-the-media-and-democracy-project

Boolean search rules
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Digital Services Act (DSA)

Digital threats

JSON (JavaScript Object Notation)

Online Safety Act (OSA)

Platform Data
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Platform documentation

Platform interfaces

Sentiment analysis

Social media monitoring
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VLOPs and VLOSEs (Very Large Online
Platforms and Very Large Online Search Engines)




Where do we stand?


https://www.un.org/digital-emerging-technologies/sites/www.un.org.techenvoy/files/GlobalDigitalCompact_rev2.pdf
https://www.un.org/digital-emerging-technologies/sites/www.un.org.techenvoy/files/GlobalDigitalCompact_rev2.pdf

the Digital Services Act

(DSA),

United Kingdom has adopted the Online Safety Act (OSA)



https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://www.gov.uk/government/collections/online-safety-act

social media data



Protocol

API
(Application
Programming
Interface)

Platform
User
Interfaces

Secure
Research
Environments

Definition

A structured interface
that allows automated
access to data using
code.

Web-based interfaces
provided by platforms
that allow users to
access and explore
data without requiring
coding skills (e.g.

Ad Libraries, Meta
Content Library)

Secure, platform-
hosted environments
that allow researchers
to access and view
data under controlled
conditions, often
with restrictions

on downloading,
copying, or external
sharing (e.g. TikTok’s
Virtual Computing
Environments (VCEs)).

Data
accessibility

Medium: Platforms
have full control over
what data they share
through their APIs,
which means only
select types of data
are accessible, often
within strict time and
usage limits.

Medium: Researchers
often face limitations
when downloading
large datasets.

Medium to Low:
Access to data is
tightly controlled,
often requiring prior
approval of scripts or
datasets. Data cannot
be downloaded

or exported, and
researchers must
work within a closed
system with limited
tools.

Need for
Technical/
Coding Skills

Technical
knowledge and
coding skills
are required
for interaction
with APIs and
interpreting
documentation.

No technical
knowledge or
coding skills are
required.

As with APIs,
technical
knowledge and
coding skills are
required.




Platform

YouTube

Telegram

Bluesky

LinkedIn

Reddit

META

(Facebook,
Instagram
& Threads)

TikTok

Platform protocols

» YouTube Data APl v3

» Telegram API

» Bluesky API

» LinkedIn API

» Reddit Research API

» Meta Content
Library (platform
user interface)

» Meta Content
Library API

» TikTok Research API
(for academic
researchers)

» Virtual Computing
Environment
(for non-profit
researchers)

Documentation

YouTube Data

API | Google for
Developers

Telegram APIs

Bluesky
Documentation

Bluesky

Extracting LinkedIn
Search Results via

API: Best Practices a

Developer Platform
& Accessing Reddit
Data - Reddit Help

Meta Content Library
and API
Transparency Centre

Research API
for Developers

TikTok

Use Cases, Tutorials,

& Documentation

Twitter Developer
Platform

Application process

» A Google account is

required

» ATelegram account is

required (mainly de-
signed for commercial
use)

A Bluesky account is
required

A LinkedIn account is
required

Project-based
application

More on the application
process:
reddit4researchers

Project-based
application

Authorisation process
required

Project-based
application

» Authorisation process

required (currently,
TikTok tools are availa-

ble only to researchers
based in the US, EU, UK

and Switzerland).

» Subscription required

(often high costs)



https://developers.google.com/youtube/v3
https://developers.google.com/youtube/v3
https://developers.google.com/youtube/v3
https://core.telegram.org/
https://docs.bsky.app/
https://docs.bsky.app/
https://docs.bsky.app/
https://www.linkedin.com/pulse/extracting-linkedin-search-results-via-api-best-practices-detailed-cglgf
https://www.linkedin.com/pulse/extracting-linkedin-search-results-via-api-best-practices-detailed-cglgf
https://www.linkedin.com/pulse/extracting-linkedin-search-results-via-api-best-practices-detailed-cglgf
https://support.reddithelp.com/hc/en-us/articles/14945211791892-Developer-Platform-Accessing-Reddit-Data
https://support.reddithelp.com/hc/en-us/articles/14945211791892-Developer-Platform-Accessing-Reddit-Data
https://support.reddithelp.com/hc/en-us/articles/14945211791892-Developer-Platform-Accessing-Reddit-Data
https://www.reddit.com/r/reddit4researchers/
https://transparency.meta.com/en-gb/researchtools/meta-content-library/
https://transparency.meta.com/en-gb/researchtools/meta-content-library/
https://transparency.meta.com/en-gb/researchtools/meta-content-library/
https://developers.tiktok.com/products/research-api/
https://developers.tiktok.com/products/research-api/
https://developer.x.com/en
https://developer.x.com/en
https://developer.x.com/en
https://developer.x.com/en

NAVIGATING DATA ACCESS FOR SOCIAL MEDIA MONITORING:

Social Media Listening Tools

As access to platform-provided data protocols is often limited by data volume
restrictions, the need for technical expertise or regional availability, research-
ers may turn to commercial social media listening tools. Social media listening
tools are powerful analytical tools that provide historical access to platform
data. Research can be conducted by topic (primarily through keyword searches)
or by target (by selecting specific accounts or users to monitor).

These services collect publicly available social media data through partner-
ships, APIs, or web monitoring, and offer dashboards and built-in analytics
features. They are generally more user-friendly and accessible for individuals
without coding skills.

Among their key advantages are comprehensive data extraction across major
platforms, such as Facebook, X, Instagram, YouTube, VKontakte, Reddit, Tumblr,
and TikTok, as well as other sources like blogs, podcasts, and email newsletters.
These tools often allow data export in structured formats (e.g., JSON and CSV)
and support advanced filtering and boolean search rules, a way of combining
keywords with operators like AND, OR, and NOT to refine results. However,
access typically requires a high-cost subscription and platform coverage can
also vary, depending on the tool's partnerships and licensing arrangements. In
addition, researchers should vet the tools’ built-in analytics features, such as
sentiment analysis, as these may not always be accurate.

When using social media listening tools, researchers should be aware of
potential privacy and data protection implications. Depending on the coun-
try, these tools might conflict with local data protection laws. It's important
to review and ensure compliance with relevant regulations before using such
services. Below are some of the most widely used:



SMM Listening Tool Pro Cons

BrandWatch » Powerful real-time » No public pricing as
monitoring and plans are customized.
customizable dashboards. Estimated cost between

$800-$3,000/month
Data access to blogs and

media outlets is included.

Provides in-depth analytics
features (e.g. sentiment
analysis, engagement
metrics, advanced filtering
options, data visualisation).

SentiOne Intuitive and easy to use. » Pricing starts at ~ $350/

month (Team plan)
Data access to blogs, media

outlets, review sites is Data visualisation

included. options are limited.

Provides in-depth

analytics features, such as
sentiment analysis and data
visualisation.

Inoreader Affordable pricing: Pro plan » The tool focuses on
at less than $9 per month content aggregation and
(billed annually). does not offer in-depth
analytics or detailed

Data access to blogs, engagement metrics.
podcasts, and email

newsletters is included. It does not cover all
social media networks,

Enables shared dashboards, potentially missing out

folders, and tags. It also on discussions occurring

integrates with Slack and elsewhere.

Microsoft Teams.



https://www.brandwatch.com/
https://sentione.com/
https://www.inoreader.com/

> Scroll, Like, Deceive: Murky Political Accounts on TikTok before the
German 2025 Elections | Democracy Reporting International

> Filtered for You: Algorithmic Bias on TikTok and Instagram in Germany
| Democracy Reporting International

Web scraping


https://democracy-reporting.org/en/office/global/publications/scroll-like-deceive-murky-political-accounts-on-tiktok-before-the-german-2025-elections
https://democracy-reporting.org/en/office/global/publications/scroll-like-deceive-murky-political-accounts-on-tiktok-before-the-german-2025-elections
https://democracy-reporting.org/en/office/global/publications/filtered-for-you-algorithmic-bias-on-tiktok-and-instagram-in-germany
https://democracy-reporting.org/en/office/global/publications/filtered-for-you-algorithmic-bias-on-tiktok-and-instagram-in-germany

Data Donation
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This category
includes aggregated
engagement metrics

such as number
of likes, comments,
shares, and views
associated with
each piece of content
posted by
public users.

Metadata:

This category includes
contextual information
about content, such
as post timestamps,
geolocation data,
and occasionally
provenance or
authenticity tags,
for example,
flags identifying
Al-generated material.



NAVIGATING DATA ACCESS FOR SOCIAL MEDIA MONITORING:

Available Data Points and Metadata by Platform

A PRACTICAL GUIDE | 18
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Name
Geolocation (user)
Follower Count N/A N/A N/A
Member Count N/A N/A N/A N/A N/A N/A N/A N/A N/A

Post

Comments

Timestamp of post

Views

Original Source

# of Reactions

Post URL

Media Type

Video

Documents

Image

Audio

Reels/Stories/Shorts

Historical Data

Real-time Data

Data dictionary not available

@ Comments can be only be downloaded in the API, and only from profiles with more than 25K followers.
& Data on Threads its only accessible through the MCL User-Interface.
&= For YouTube and TikTok post equals link to videos and/or description of videos.
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As mentioned above,
some tools require paid access
but offer immediate and
structured data, for example,
social media listening tools.

VAN

e

Some
key limitations
to consider
include:

Technical skills:

Some methods, such as platform
protocols and web scraping,
require solid technical knowledge,
including programming skills.



social media data
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Key
Q&g principle:




Key
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to Access Platform
Protocols

Access to Meta Content Library
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4
Provide Commit
a clearly defined to ethical data
research project. use and privacy

standards.

Access to TikTok Platform Protocols


https://developers.facebook.com/docs/content-library-and-api/get-access
https://developers.facebook.com/docs/content-library-and-api/get-access

@ Commit to data security, confidentiality, and protection of personal data.

@ Show evidence of ethical review.

Research API | TikTok for Developers

Access to Reddit API

reddit4researchers
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Telegram: Bluesky: LinkedIn:
Requires Requires Requires

a a Bluesky a LinkedIn
account. account.

account.



https://accounts.google.com/v3/signin/identifier?continue=https%3A%2F%2Fmail.google.com%2Fmail%2F%3Fhl%3Dde&emr=1&hl=de&ifkv=AdBytiN9Q3eAJPEGfjVUUEDNgPf3XCCMt98rJxn9s4O_9YRKtL-RUWuqmE2GtlnwkO8KhxLANVcI7g&ltmpl=googlemail&osid=1&passive=true&rm=false&scc=1&service=mail&ss=1&flowName=GlifWebSignIn&flowEntry=ServiceLogin&dsh=S-1138624841%3A1755264116560620
https://telegram.org/sign-up
https://telegram.org/sign-up
https://account.bsky.app/signin
https://www.linkedin.com/signup
https://x.com/
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